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GoldBug Instant Messenger. Based on Spot-on 5/23/2013 mikeweber
1533 download, 
41% China

Alleged endorsement from CCC and EFF. https://lists.
torproject.org/pipermail/tor-talk/2013-July/029109.html http://sourceforge.net/projects/goldbug/ http://goldbug.sourceforge.net/

Spot-On

Spot-On is an peculiar research project 
investigating distributed proxies and search 
engines. Confidential messaging in the 
forms of e-mail and near-instant 
communications are also considered. 8/8/2008 textfield http://sourceforge.net/projects/spot-on/ http://spot-on.sourceforge.net/ http://sourceforge.net/p/spot-on/mailman/spot-on-development/?style=threaded&limit=250

Cassiopea BitMail Secure Decentralized Email Client 7/29/2013 mikeweber, dontinelli http://sourceforge.net/projects/bitmail/

Interface

Chat Messenger - Open Source Social 
Network - Online Chess Game. THIS WAS 
ORIGINALLY A JSP SOFTWARE, TAKEN 
OVER BY berndhs on 2011-11-20 with 
commit r188 by importing Dooble browser. 
Look Commit Browser. 20/11/2012 - 12/6/2006 doobleaner, berndhs

Integrated con Dooble Browser: Currently this Friendslist 
is used in the Qt Browser Dooble as a Tab. See http:
//dooble.sf.net for more. http://sourceforge.net/projects/interface/ http://sourceforge.net/p/interface/code/commit_browser

Dooble Browser

A browser that aims to put some fiber in 
your diet.

9/6/2008 textfield

Nel profilo di "berndhs" risulta fra i suoi progetti. badibere 
è fra gli admin del Wiki. Alexis Megas textbrowser@gmail.
com scrive sul Forum, come main developer. http://sourceforge.net/projects/dooble/

Dooble Cosmos
Things for and about the Dooble Browser

7/12/2011 berndhs http://sourceforge.net/projects/dooble-cosmos/

TorBrowser
Browser for Tor based on Dooble & Vidalia 
as integrated Addon 3/22/2010 doobleaner, sergeyvar

16170 download, 
19% US, 2nd UAE Clone of Tor Website, Tor Project asked for removal. http://sourceforge.net/projects/torbrowser/ http://torbrowser.sf.net

Browser4tor
Browser4Tor is a Browser with integrated 
Tor. 9/3/2013 doobleaner

357 download, 
46% from UAE Clone of Tor Website, Tor Project asked for removal. http://sourceforge.net/projects/browser4tor/ browser4tor.sf.net http://sourceforge.net/projects/browser4tor/files/stats/timeline

CaseManager
CaseManager is an application to manage 
projects. 12/6/2010 dontinelli http://sourceforge.net/projects/casemanager/

QNewsletterCreator
QNewsletterCreator is a program to manage 
your newsletters and recipients thereof. 1/4/2008 dontinelli http://sourceforge.net/projects/nlcreator/

Suspicious Authors Username Creation Date Projects Note URL Other notes Other notes

Michael Webber mikeweber 11/13/2012
He worked on Spot-On Graphics, Sounds and UI looking 
at commit log. http://sourceforge.net/users/mikeweber

Don Tinelli dontinelli 10/4/2007 bitmail , casemanager , nlcreator
From Osint: Martin Kistler, m_kistler@gmx.ch , Jun 2 
1984, Berne, Switzerland http://sourceforge.net/users/dontinelli http://kde-apps.org/usermanager/search.php?username=dontinelli&PHPSESSID=e5afhttp://www.openstreetmap.org/user/dontinelli/diary

messengerfan doobleaner 9/18/2011
Torbrowser, Browser4Tor, 
Interface

HE CAME ON IRC: 2013-03-13T03:18:47  *** doobleaner 
<doobleaner!4db63123@gateway/web/freenode/ip.
77.182.49.35> has joined #sourceforge
2013-03-13T03:19:18  <doobleaner> Hello, someone of 
the sysops awake? the website http://torbrowser.sf.net is 
not working, has it a special reason? http://sourceforge.net/users/doobleaner

Sergey V. sergeyvar 22/03/2010 Torbrowser sourceforge.net/users/sergeyvar

Bernd H Stramm berndhs 3/10/2004 Interface,dooble,Dooble-cosmos

Have also a github https://github.com/berndhs joined 3 
November 2009 . Found email in code comment bernd.
stramm@gmail.com http://sourceforge.net/users/berndhs

Calvin (Aka Alexis Megas) textfield 19/09/2000 dooble,spot-on
Is Alexis Megas textbrowser@gmail.com working on 
Dooble browser. http://sourceforge.net/users/textfield http://textfield.users.sourceforge.net/

Erdem Artan badibere 2/11/2009 dooble http://sourceforge.net/users/badibere/
DeniM perestroyka 23/08/2007 bitmail First to edit the Wiki of BitMail Cassiopea Messenger http://sourceforge.net/users/perestroyka/

Suspicious Persons Email
Randolph Dohm  rdohm321@gmail.com

Suspicious domains Registered on Owner Notes

dooble.org 5/28/2002
Florian Brodersen, f.
brodersen@web.de

We have no trace/relationship of this domain being part of 
those software projects.

goldbug.org 4/19/2012
Matthew Klein, US, 
mklein72@hotmail.com 

We have no trace/relationship of this domain being part of 
those software projects.

bernd-stramm.com 8/16/2013

SMITH SMITH,Fujian in 
Fuzhou Province, 
CHINA, inthin-
shareing@hotmail.com 
, 

Found this alleged personal domain from the github of 
https://github.com/berndhs/miniweb . On the website there 
is a nike air shop.  On the same host there are shops site, 
like www.shopnikefreerunshoe.co.uk, whose domain are 
registered to chinese.

Infiltration actions Promoted tool
Community / Project 
being infiltrated Who Date Proof

Insert Dooble Browser into KDE Dooble Browser KDE Randolph Dohm 28/05/2011 https://bugs.kde.org/show_bug.cgi?id=274339
Promotion BitMail Tor Community Randolph Dohm 9/8/2013 http://archives.seul.org/or/talk/Aug-2013/msg00137.html

Promotion Goldbug
Bitcoin Development 
Community Randolph Dohm 5/9/2013 http://sourceforge.net/mailarchive/message.php?msg_id=31368113

Promotion Goldbug Tor Community Randolph Dohm 13/8/2013 http://archives.seul.org/or/talk/Aug-2013/msg00350.html
Integration / injection into 
existing project BitMail & Spot-On Mozilla Thunderbird Randolph Dohm 3/8/2013 http://mozilla.6506.n7.nabble.com/BitMail-sf-net-decentral-p2p-email-for-Thunderbird-integr-td287101.html
Integration / injection into 
existing project BitMail & Spot-On Mozilla ChatZilla Randolph Dohm 3/8/2013 http://mozilla.6506.n7.nabble.com/GoldBug-Chat-and-IRC-td287103.html
Promotion TorBrowser Tor Community Randolph Dohm 14/08/2013 http://archives.seul.org/tor/talk/Aug-2012/msg00195.html
Integration / injection into 
existing project Dooble Browser Haiku OS Randolph Dohm 20/06/2011 http://comments.gmane.org/gmane.os.haiku.devel/18674
Integration / injection into 
existing project Dooble Browser GNU Cash Randolph Dohm 3/4/2011 http://lists.gnu.org/archive/html/gnash-dev/2011-04/msg00012.html
Integration / injection into 
existing project Interface Diaspora Randolph Dohm 6/1/2012 https://groups.google.com/forum/#!searchin/diaspora-dev/randolph/diaspora-dev/zTK5Z_5nDo8/_rsLP2Qlp_YJ
Promotion Goldbug Diaspora Randolph Dohm 27/07/2013 https://groups.google.com/forum/#!searchin/diaspora-dev/randolph/diaspora-dev/8UslkkExhfo/sPAW7mhOy98J
Asking info for development Arado Curl Dev Community Randolph Dohm 2/1/2011 http://curl.haxx.se/mail/lib-2011-01/0015.html
Integration / injection into 
existing project Retroshare Adhocracy Randolph Dohm 21/2/2011 http://lists.liqd.net/pipermail/adhocracy-dev/2011-February/000001.html

Asking for volounteer Arado
XBEL Specification and 
Support Project Randolph Dohm 15/08/2010 http://sourceforge.net/mailarchive/forum.php?thread_name=AANLkTinD5MnjZMK0B4Zpuz9m_dB4JK45_42OPH%2B77-%3DF%40mail.gmail.com&forum_name=xbel-specs

Integration / injection into 
existing project Retroshare Libreoffice Randolph Dohm 28/02/2011 http://lists.freedesktop.org/archives/libreoffice/2011-February/008589.html
Integration / injection into 
existing project Arado & Dooble Browser QT Randolph Dohm 20/02/2011 http://lists.qt.nokia.com/public/qt-interest/2011-February/031659.html
Integration / injection into 
existing project Arado Gnutellla Randolph Dohm 1/11/2010 http://t54645.network-gnutella-development.networktalks.info/arado-websearch-released-a-gnutella-style-bookmark-database-t54645.html
Banned from Meetgo N/A Meego Randolph Dohm 13/2/2011 http://en.it-usenet.org/thread/12917/2466/
Integration / injection into 
existing project Dooble Browser Arora Dev Community Randolph Dohm 20/06/2011 http://archive.is/k47l
Hijacking TorBrowser project TorBrowser Tor Community Randolph Dohm 18/06/2013 https://lists.torproject.org/pipermail/tor-talk/2013-June/028580.html

Promotion BitMail
Bitcoin Development 
Community Randolph Dohm 8/9/2013 http://sourceforge.net/mailarchive/message.php?msg_id=31274389

Promotion Goldbug OTR Users Randolph Dohm 27/07/2013 http://marc.info/?l=otr-users&m=137492667120674&w=2
Integration / injection into 
existing project Spot-on (echo protocol Library) OTR Users Randolph Dohm 28/07/2013 http://www.cypherpunks.ca/pipermail/otr-users/2013-July/002233.html

Promotion Goldbug
Cryptography 
Community Randolph Dohm 23/08/2013 http://lists.randombit.net/pipermail/cryptography/2013-August/005099.html

Promotion Goldbug GNUPG Users Randolph Dohm 23/08/2013 http://marc.info/?l=gnupg-users&m=137727811714212&w=2
Promotion Goldbug OpenSSL Users Randolph Dohm 4/8/2013 http://marc.info/?l=openssl-users&m=137558493309605&w=2
Promotion Goldbug Fedora List Randolph Dohm 17/08/2013 http://marc.info/?l=fedora-list&m=137676545630557&w=2
Integration / injection into 
existing project Spot-on (echo protocol Library)

Pidgin Devel 
Community Randolph Dohm 4/8/2013 http://pidgin.im/pipermail/devel/2013-August/023115.html

Promotion BitMail Tor Community Randolph Dohm 7/7/2013 https://lists.torproject.org/pipermail/tor-talk/2012-July/024714.html
Promotion Dooble Browser OpenSuse Randolph Dohm 19/12/2011 http://lists.opensuse.org/opensuse-factory/2011-12/msg00259.html
Promotion Interface Occupy-dev Randolph Dohm 17/02/2012 https://lists.takethesquare.net/mailman/pipermail/lists.takethesquare.net/occupy-dev/2012-February/000291.html
Promotion Goldbug & Interface LiberationTech Randolph Dohm Many times http://www.mail-archive.com/search?l=liberationtech@lists.stanford.edu&q=from:%22Randolph+D.%22
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