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Embedded devices such as smart cards, cell phones, personal digital assistants

(PDAs), and passports rely on cryptosystems to perform secure operations or transactions.

Cryptosystems use a wide range of cryptographic algorithms that may be used to protect

user information and data. These cryptographic algorithms are divided into symmetric

and public key algorithms. Several embedded devices rely on the security of symmetric

algorithms, such as Advanced Encryption Standard (AES).

The National Institute of Standards and Technology (NIST) document SP 800-38A

recommends modes of operation that may provide confidentiality in conjunction with AES

or other cryptographic primitives. The Electronic Codebook (ECB), Cipher Block Chain-

ing (CBC), Cipher Feedback (CFB), Output Feedback (OFB), and Counter (CTR) are all

included in the special publication 800-38A. AES in Counter mode (AES-CTR) is used ex-

tensively in many applications, triggering interest in studying its vulnerabilities and weak-

nesses. Since most attacks related to CTR mode and its associated appendages, such as

AES-CTR, are primarily theoretical, there is still room for practical exploitations. This

study evaluates the implementations of AES-CTR using Side-Channel Analysis (SCA).



To carry out the evaluation, the work analyzes the SCA of AES-CTR in a few

hardware and software implementations. This study uses two hardware devices: a micro-

controller board with an arm Cortex-M4F chip and a System-on-Chip (SoC) CoraZ7 board

from Xilinx. The power trace acquisition method was used to collect trace sets on the

microcontroller, and the electromagnetic method was used to collect trace sets on both mi-

crocontroller and the SoC. The findings of this study present a novel approach that improves

points of interest selection for template attacks. The improved point of interest (POI) selec-

tion algorithm developed in this work compares the output from multiple points of interest

using the same method to get the best samples that yield the correct key hypothesis.

This study’s method narrows the point of interest to the exact position of the correct

key hypothesis. Two sets of traces are needed to perform POI for the target. The compar-

ison algorithm gives the precise position of the samples that match byte-wise; if there is

a mismatch in points of interest, then the difference between the calculated distance from

both trace sets helps determine if the sample will yield a correct key hypothesis. Reason-

able sample distance for mismatch samples should be within the same clock cycle. After

determining the points of interest, one of the two traces is used to create a profile for the

family of devices. Then a third trace is set with an unknown key from the same device

family and collected for the attack phase. We show that by performing our comparison

algorithm, we can successfully recover the entire key from a set of AES-CTR traces.
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Chapter 1

Introduction

1.1 Motivation and Contributions

Networking, communications, and embedded devices are growing trends in the

modern world. Associated with them are a rising number of security threats to the con-

fidentiality, integrity, and availability (CIA) of the processed information or data. Informa-

tion and data security are crucial to maintaining CIA’s principles. In the past, information

security was mostly used for diplomatic or military intelligence transmissions. The rapid

evolution of modern communication technology and devices also creates the need to secure

data and information for all users. Cryptography is a predominant solution to provide com-

munications with secrecy, integrity, availability, and authenticity. Communication systems

rely on cryptographic algorithms to protect information and data from malicious attacks.

Malicious attackers are adversaries with the sole intention of compromising a cryptographic

system. It has been a widespread concern in cyberspace to meet the CIA’s principles. An

adversary can acquire access to a device during the encryption process, which is becoming

more common as embedded devices find use in communication, medical tracking, banking,

and other daily activities. Physical access to those gadgets suggests that they can be studied

and modified.

Every day, a large number of cybercrimes are committed all over the world. These

crimes are put into groups based on how they are attacked and what kind of business or in-

dustry they happen in. Some industries are more likely to be attacked than others. Between

March 2021 and March 2022, IBM Security conducted studies in 550 companies that had

1



experienced data breaches [22]. The affected organizations were located across 17 different

countries and 17 sectors. IBM’s report classifies the data breach into three categories: the

cost of cybercrime, the sector of activity, and attack vectors. In the last 12 years, the United

States has registered the highest financial loss from cyber crimes, as shown in Figure 1.1.

Figure 1.1: Average cost of a data breach by country or region [22]

The healthcare industry is at the top of the list of industries that have suffered sig-

nificant losses as a result of data breaches. The average overall cost of a healthcare breach

climbed from USD 9.23 million in 2021 to USD 10.10 million in 2022, a 9.4% rise [22].

Figure 1.2 presents the cost of data breaches per industry or sector of activity.
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Figure 1.2: Average cost of a data breach by industry [22]

Among all factors that describe the cost of cybercrime, the physical attack vector

is the one that is most noteworthy, since the work presented in this thesis is in relation to

physical attacks. According to the abovementioned IBM report, the cost of a physical se-

curity attack was $3.96 million in 2022. Figure 1.3 shows the average cost of data breaches

as per attack vector.
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Figure 1.3: Average cost and frequency of data breaches by initial attack vector [22]

Several mitigation proposals for these attacks have focused on protecting the hard-

ware or software. Our interest is in the hardware part of the communication system, pri-

marily encapsulated in the physical security attack vectors mentioned in the IBM report.

Since cryptography is the solution to counter or reduce attacks on communication systems

and devices, this work investigates an encryption mode associated with a symmetric cipher

block that provides confidentiality for communication systems and related devices.
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In 2001, National Institute of Standards and Technology (NIST) released SP 800-

38A, a special publication with an encryption mode that can be used with any approved

block cipher algorithm. Document SP 800-38A talks about the Electronic Codebook (ECB),

Cipher Block Chaining (CBC), Cipher Feedback (CFB), Output Feedback (OFB), and

Counter (CTR) modes [13]. CTR was suggested by Diffie and Hellman in 1979 [10]. Out

of the five symmetric encryption modes described in SP 800-38A, CTR is the one that is

used most often today to provide confidentiality. CTR is widely implemented in numerous

applications, such as IPSec, Wifi, and Zigbee. CTR’s hardware and software implementa-

tion presents vast benefits over the other modes [30]. CTR is the core implementation of the

widely used authentication modes such as CCM and GCM. Since CTR mode is the foun-

dation of many authentication modes, this study looks at its vulnerability to a side-channel

attack on hardware and software implementations of AES 128-bit encryption.

Classic cryptanalysis has demonstrated the mathematical security of CTR mode,

which government authorities have validated and standardized. However, the side chan-

nel vulnerabilities of CTR mode combined with AES 128 have not yet been extensively

examined, especially in hardware implementation.
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Fewer researchers have analyzed the implementation of AES 128-bit in counter

mode. Josh Jaffe proposed a first-order DPA attack against AES in counter mode, in which

the initial counter and key values are unknown [25]. The Josh Jaffe attack method is the

only practical side-channel attack on the AES-128 CTR. Leurent et al. [29] studied the

missing difference problem and its impact on the security of the CTR mode. O’Flynn et al.

[46] published an SCA attack against the wireless protocol IEEE 802.15.4, which supports

using AES-CCM to encrypt and authenticate messages. These attacks were either theoret-

ical or carried out against CTR’s software implementation. Unlike the work performed by

[25, 29, 46], this thesis presents the first electromagnetic template attack on AES-CTR with

a novel method that improves points of interest selection. A CPA attack on hardware and

software implementation of the AES-CTR mode of operation is also studied, along with a

new method to enhance the template attack utilizing points of interest.

1.2 Research Hypothesis

The purpose of this work is to test the resiliency of AES in CTR mode against SCA.

We start by proving that AES-CTR software implementation is less resilient to SCA attacks

than hardware implementation. Next, the advantages of EM SCA over the power Analysis

SCA when attacking the hardware implementation of AES in CTR mode are demonstrated.

Lastly, we prove that template attacks can be effective against AES in CTR mode.

Several SCA researchers have focused on the different modes of encryption associ-

ated with the AES algorithm, but just a few were done on AES in CTR mode. Even though

some attacks were proposed on CTR mode, all those works were software implementations[25,

29, 46]. This leaves a gap in the literature on SCA attacks on Hardware implementation

of CTR mode. Based on the existing SCA attack technique (e.g., SPA, CPA, Template,

etc...), this research presents a concrete attack on AES128-CTR hardware and software

implementation that contributes to answering the questions listed below.
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1: Is Hardware implemented AES in CTR vulnerable to SCA?

2: Which leakage SCA source between electromagnetic and power is suitable for launch-

ing an attack against AES-CTR?

3: Can the AES in counter mode encryption key be recovered using a template-based

attack?

1.3 Thesis structure

Chapter 2 begins with the background of symmetric key cryptography and the mode

of operations. Next, all related side-channel analysis work on AES-CTR is presented.

Chapter 3 explains the target setup on a development FPGA board and explores some

processing techniques. Then, the different CPA attacks performed and the correspond-

ing results are shown. Chapter 4 presents a comparative SCA analysis of AES-128 bits in

CTR software and hardware implementation and an analysis of EM SCA and power SCA.

Chapter 5 presents an electromagnetic template attack with a new method for enhancing

the selection of the point of interest. Chapter 6 summarizes the work and gives direction

for future work.
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Chapter 2

Literature Review

2.1 Introduction

This chapter provides an overview of the cryptography algorithm topics related to

this research. Specifically, it focuses on symmetric key encryption, block ciphers, and

mode of operation. The end of this chapter states the advantage of the CTR mode over the

rest of the modes of operation.

2.2 Definition of cryptography

In general, cryptography is defined as the science of secret writing with the goal of

scrambling the meaning of a message. With the proliferation of cryptographic algorithms,

researchers seek more sophisticated techniques to create new algorithms to encrypt users’

data. Cryptography has been primarily of interest to the military and diplomatic commu-

nities for many years. Private industries and individual businesses are highly involved in

cryptography, rendering the sector more competitive today. The cryptography field is clas-

sified into three main categories: symmetric, asymmetric, and protocols [39].
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